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The Update tab allows the user to check for and download any 
available system software updates. 

Click this button to check for system software updates.

Figure 3-9:  The Update Tab

The Troubleshooting tab contains information that is useful to 
advanced users or Technical Support personnel for the purpose of 
diagnosing problems with a CyberAudit-Web Lite installation.
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Figure 3-10:  The Troubleshooting Tab

The Account Information section displays the ID of the Grand 
Master CyberKey currently associated with the system.

Figure 3-11:  The Troubleshooting Tab - Account Information Section

The Messages Logged to the Database section can generate a report 
which shows information generated by the software, such as startup 
warnings or error messages.  The number of messages displayed 
may be filtered by selecting a date and time from the pull-down list 
labeled “Messages since.”  Checking the box labeled “Hide source 
and exception stack traces” will cause the report to be displayed 
without detailing the exact function or object in the application code 
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which generated the message.  If the messages are no longer needed, 
they can be removed from the database by clicking the button 
labeled “Delete all log messages . . . .”  

Select a date/time using the pull-down lists
to �lter the number of messages in the report.

Check this to hide program object names.

Click this button to display the report.

Click this button to remove messages from the database.

Figure 3-12:  The Troubleshooting Tab - Logged Messages Section

After selecting the desired options, click the Show Report button to 
display the report.

Figure 3-13:  A Sample System Message Report

The Jetty Log Files section of the Troubleshooting page contains 
links to the log files generated by the server which runs the 
CyberAudit‑Web Lite application.
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Click a link to view the text
contained in the �le.

Figure 3-14:  The Troubleshooting Tab - Jetty Logs Section

Clicking on any of the links in this section will display the text 
contained in the linked fi le.

Figure 3-15:  A Sample Jetty Log File

The last section of the Troubleshooting page, the CyberLink Comm. 
Logs section, displays a table which contains the serial numbers of 
any IR Encoders or USB Stations which have been used with the 
CyberAudit-Web Lite installation.

Click this button to view the communications log.

Figure 3-16:  The Troubleshooting Tab - CyberLink Comm. Logs Section
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Clicking on the Comm. Log button will display another type of audit 
report.  This report details communication sessions between the 
CyberAudit‑Web Lite application and hardware components.

Figure 3-17:  A Sample CyberLink Communications Log

Handling Lost or Damaged Keys

Lost or stolen CyberKeys can pose a threat to the security of a 
CyberLock installation.  Unless the system is updated to deny access 
to the lost key, or the key expires, an unauthorized person may be 
able to gain access to locks.  As soon as it is discovered that a key is 
missing, steps should be taken to protect system integrity.

To begin the process, click on the  button, found in the banner 
area at the top of the CyberAudit‑Web Lite window.  A wizard-like 
series of pages will gather information on the scenario and present 
a recommended course of action to protect system security.  This 
process also assists with the replacement of damaged keys, including 
the Grand Master.
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Figure 3-18:  Handling a Lost or Damaged Key - Select Situation

Click the link to the left of the sentence that best describes the 
current situation.  Either choice will lead to a prompt for the type of 
key to be dealt with.

Figure 3-19:  Select the Type of Key

Broken or destroyed keys are easier to process than lost or stolen 
keys, as they only need to be replaced by new keys and then deleted 
from the system.  If replacing a standard CyberKey, simply follow 
the instructions given on the page.  Deleting CyberKeys will be 
discussed in the following section.
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Figure 3-20:  Instructions for Replacing a Broken or Destroyed CyberKey

If replacing a broken or destroyed Grand Master, the page will verify 
that a replacement has been obtained before continuing.  The same 
Grand Master Configuration Wizard encountered the first time the 
application was launched will appear after clicking on the  
“Yes . . .” link.  The “No . . .” link will return the user to the Access 
Matrix when clicked.  The replacement process must be completed 
from the beginning after a new Grand Master has been obtained.

Figure 3-21:  Replacing a Broken or Destroyed Grand Master

Protecting the system from a lost or stolen CyberKey or Grand 
Master requires changing the access code that is used by the 
locks and keys.  This means that the Grand Master (assuming 
that a standard user key was lost or stolen) must be updated using 
CyberLink.  After the Grand Master has been re-configured, it must 
contact all the CyberLocks.  This will ensure that each lock gets 
the new access code.  Finally, all CyberKeys in the system must be 
reprogrammed.
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If protecting against a lost or stolen CyberKey, the page will issue a 
warning before generating a new access code.  Click the “Yes . . .” 
link to continue, or the “No . . .” link to return to the Access Matrix.

Figure 3-22:  Preparing to Reprogram the System - Lost or Stolen User Key

If a Grand Master has been lost or stolen, a replacement must be 
obtained before the system can be reprogrammed.  After clicking the 
“Yes . . .” link, the Grand Master Configuration Wizard will appear.  
After the Grand Master has been programmed with the new access 
code, all locks in the system must be configured by contact, and all 
CyberKeys must be updated.
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Figure 3-23:  Preparing to Reprogram the System - Missing Grand Master



C H A P T E R  4
Help and Support

45Context Help

Help and Support

Help pages are available within the CyberAudit‑Web Lite 
application.  If the information available on these pages is not 
sufficient to answer any questions, please contact the reseller from 
whom the system was purchased or Videx Technical Support:

Phone:  (541) 758-0521
Email:  support@videx.com

Hours of Operation:  8:00am - 4:30pm (Pacific), M - F

Context Help

Most pages within the CyberAudit‑Web Lite application contain 
at least one hyperlink in the shape of a question mark.  These links 
appear next to items for which context help is available.

Click this link to view the context help for this item.

Figure 4-1:  A Sample Context Help Link
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When clicked, the link will open a small browser window containing 
helpful hints about the associated item or page section.

Figure 4-2:  A Sample Context Help Page
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Customer Support

Videx has a commitment to provide excellent customer support.  In 
the event you experience any problems with Videx equipment, please 
contact the Videx Technical Support Department and our technicians 
will assist you:

Phone: (541) 758-0521
Fax: (541) 752-5285

E-mail: support@videx.com
Web: www.videx.com

Hours of Operation:  8:00am - 4:30pm (Pacific), M - F

If, after contacting Technical Support, it has been determined that a 
product is to be returned, please carefully pack the product together 
with your purchase receipt or other proof of the date of original 
purchase, and send it prepaid and adequately insured to:

Videx, Inc.
1105 NE Circle Blvd.
Corvallis, OR 97330

USA 

A note detailing the problem is most helpful and should be included 
in the box.
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Technical Information

WARNING:

This section contains information for advanced users only!  
Modifying system setups described in this appendix could cause 
irreparable damage to databases if not properly executed.  Be 
extremely certain of your actions before making any changes!

Application Specifics

The CyberAudit‑Web Lite software is written in Java.  Version 1.5 or 
higher (of Java) must be installed on the system in order for it to run.  
To find out which version of Java is installed on the system, click the 
“About...” button in the Java control panel, or type “java -version” 
at the system command prompt.

Application pages are served to the web browser by a program called 
Jetty, but Tomcat could also be used.  For more information on Jetty, 
visit www.mortbay.org.  Jetty may be started or stopped by right-
clicking on the  icon in the Windows system tray.

Date and time data is stored by the application in Videx UTC format.  
This is an integer representation of the number of seconds which 
have elapsed since midnight on January 1, 1996.
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Database Information

The default database server is Derby, though it is possible to use 
MySQL or SQL-Server.  For more information on Derby, visit the 
Apache Group’s website at www.apache.org.

The type of database used and its necessary configuration options 
may be changed by editing the file named “CyberAuditLite.
properties” located in the “webapps” subfolder of the Jetty 
installation directory.  By default, Jetty is installed in “C:\Program 
Files\Videx\CyberAudit‑Web Lite\jetty”, though it is possible to 
select a different directory when installing the software.  To change 
the type of database used, uncomment the appropriate section of the 
file and comment out the default section (commented lines begin 
with ‘#’).  Specify the appropriate location of the database, its name, 
and the required username and password.

A sample CyberAuditLite.properties file is shown below.

# derby
database.type=Derby
database.host=USER_HOME\\CyberAuditLite
database.global.name=lite_global
database.user=APP
database.pswd=APP
 
# SQL-SERVER
#database.type=SqlServer
#database.host=172.10.1.92;
#database.global.name=lite_global
#database.user=sql-CAW
#database.pswd=cawpw
 
# MYSQL
#database.type=MySql
#database.host=localhost
#database.global.name=lite_global
#database.user=mysql-CAW
#database.pswd=cawpw

# common
database.connections.poolsize=10
database.connections.detectleaks=0
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The default database location is  
C:\Documents and Settings\<username>\CyberAuditLite”.

Server Installation

Because a web browser is used to interface with the application, it 
is possible to install the CyberAudit‑Web Lite software on a server 
machine and access it over a LAN or the Internet.  Multiple persons 
will be able to use the application simultaneously (up to a maximum 
of 10), and all data will be stored in the same database.  

On Windows servers, to change the port number on which Jetty 
communicates (so as not to interfere with other TCP/IP services), 
two files must be modified.  Both are located beneath the Jetty 
installation directory.    

The first file, “url.txt”, contains only one line:

http://localhost:8083/CyberAuditLite/

To change the port, simply replace the value “8083” with the new 
port number.

The second file, “jetty.xml”, is located in the “etc” subfolder of the 
Jetty directory and contains all the information needed to launch the 
web server.  The parameter named “jetty.port” must be edited to 
reflect the desired port number.  Locate the following line in the file:

<Set name=”port”><SystemProperty name=”jetty.port” default=”8083”/></Set>

Replace “8083” with the same value entered for the new port 
number in the first file.



A P P E N D I X  I
Technical  Informat ion

52 Server Installation

Changing the Jetty port number on Mac servers is much easier.  
While the application is running, choose “Preferences...” 
from the CyberAudit‑Web Lite application menu to display the 
CyberAudit‑Web Lite Controller window.  The network port on 
which the Jetty server listens may be changed in this window, 
provided that the server is stopped first.  

Figure I-1:  The CyberAudit-Web Lite Controller Dialog

The server status may also be seen at a glance in this window.  If the 
server is running, a green traffic light is displayed.  If the server is 
stopped, a red traffic light is displayed.  The server may be started 
and stopped using the applicable buttons.  

Finally, if the CyberAudit‑Web Lite browser window has been 
closed, but the server is still running, the application window can be 
re-launched by clicking the Log In button.
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